Security Analysis	
A brief security review was conducted on the web and import applications which revealed some vulnerabilities.  There are over a hundred ASP files and quite a few VB forms in the import application.  I did not review all the code, but quickly scanned about 20% and found more than one opening so there may be other issues.
SQL Injection
In both the ASP web application and the VB import application, I was able to find forms susceptible to SQL injection attacks.  For the web application, I was not able to exploit the login page so to gain access to a page susceptible to a SQL injection attack the user would have to have (or get/guess) a valid username and password for the system.
The import application's login form was open to SQL injection so even without a username and password, anyone with access to run the EXE could use basic techniques to gain access to the system or execute arbitrary database code (for example, I created a new table and then started an infinite loop of inserting data into that table which took server resources and increased the size of the data and log files).
Hard Coded / Clear Text Database Login
The connection string is hardcoded into the import app's EXE so it would need to be the same for all environments.  This also exposes the database login and password.  Renaming the file from Cips_CMS.exe to Cips_CMS.txt, opening with Notepad, and searching for the text "p w d" locates the actual database connection string including the IP, port, database name, user ID, and password.
Import Application Requires Direct Access to DB
The import app makes a direct connection to the database and although we could configure it to use a non-standard port we would have to open up a new path to the database server.
Import Application Does Not Respect "Deleted" Flag
There is a flag in the users table to indicate that a user has been deleted from the system.  The ASP application looks at this flag and won't allow a user to log in if their account is flagged as deleted.  The import application does not do this same check so "deleted" users would still be able to log in.
Recommended Risk Mitigation Steps
Database
· Change connection string username and password.
· Change all the user passwords so they are "strong."
· Mark inactive users as "deleted."
· Automate frequent (daily?) backups.
Import Application
· Fix login form so not susceptible to SQL injection and so respects user "deleted" flag.
· Fix internal password storage so not exposing database connection string.
· Don't install on server share but just on two user's PCs.
Isolation
· Only allow access to people already on network or via VPN.
· Isolate database and web app in own environment such that a breach cannot affect other NCI systems (i.e. users can connect to this server to access web app and DB but this server can't connect out anywhere).
Vulnerabilities left unfixed
· SQL injection openings "behind" the login form.  Someone with a username and password to access system (or someone who can get/guess a valid username and password) could exploit these openings.
· There could be some other opening we don't know about.
What we could do but might not
Fix all known SQL injection issues.
· Requires significant effort to learn the app to the point can find all issues and test effectively (changes suggested above are quick/easy to implement and test without fear of breaking anything).
Change permission levels of database user so can't add/delete tables, etc.
· Would have to re-do security and be sure we don't take away rights to something that is needed.
Why not fix it all?
· The low hanging fruit above is sufficient to significantly raise the barrier to entry.
· If app is isolated, only exposes itself to damage which is no worse than the current situation as these issues are there on the currently used site.  In fact, the current site is open to the Internet so we're actually reducing risk.
· There is no real motivation to hack this site for "pros" as it is mostly publicly available information and there is no financial gain to be had.  Amateur/teenage hackers won't have access or even know about the site due to the network/VPN requirements.
· Would be very difficult to do in the time available.
· Would be a lot of wasted effort if the application gets re-written in the near future.

